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Notice 

Some features of the product and its accessories described herein rely on the software installed, capacities and 

settings of local network, and therefore may not be activated or may be limited by local network operators or 

network service providers. 

Thus, the descriptions herein may not exactly match the product or its accessories which you purchase. 

Shanghai Mobiletek Communication Ltd. reserves the right to change or modify any information or 

specifications contained in this manual without prior notice and without any liability. 

 

Copyright 

This document contains proprietary technical information which is the property of Shanghai Mobiletek 

Communication Ltd. copying of this document and giving it to others and the using or communication of the 

contents thereof, are forbidden without express authority. Offenders are liable to the payment of damages. All 

rights reserved in the event of grant of patent or the registration of a utility model or design. All specification 

supplied herein are subject to change without notice at any time. 

 

DISCLAIMER 

ALL CONTENTS OF THIS MANUAL ARE PROVIDED “AS IS”. EXCEPT AS REQUIRED BY 

APPLICABLE LAWS, NO WARRANTIES OF ANY KIND, EITHER EXPRESS OR IMPLIED, 

INCLUDING BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND 

FITNESS FOR A PARTICULAR PURPOSE, ARE MADE IN RELATION TO THE ACCURACY, 

RELIABILITY OR CONTENTS OF THIS MANUAL. 

TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, IN NO EVENT SHALL 

SHANGHAI MOBILETEK COMMUNICATION LTD. BE LIABLE FOR ANY SPECIAL, INCIDENTAL, 

INDIRECT, OR CONSEQUENTIAL DAMAGES, OR LOSS OF PROFITS, BUSINESS, REVENUE, DATA, 

GOODWILL SAVINGS OR ANTICIPATED SAVINGS REGARDLESS OF WHETHER SUCH LOSSES 

ARE FORSEEABLE OR NOT. 
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1 Introduction 

1.1 Overview 

This document mainly introduces MQTT Application Note for AWS IoT Core of L620. 
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2 Sign in to the AWS IoT Console 

If you do not have an AWS account, create one. 

To create an AWS account: 

1. Open the AWS home page and choose Create an AWS Account. 

2. Follow the online instructions. Part of the sign-up procedure involves receiving a phone call 

and entering a PIN using your phone's keypad. 

3. Sign in to the AWS Management Console and open the AWS IoT console. 

4. On the Welcome page, choose Get started. 

 

If this is your first time using the AWS IoT console, you see the Welcome to the AWS IoT 

Console page. 

https://aws.amazon.com/
https://console.aws.amazon.com/iot/home
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3 Register a Device in the Registry 

Devices connected to AWS IoT are represented by IoT things in the AWS IoT registry. The registry 

allows you to keep a record of all of the devices that are registered to your AWS IoT account. 

To register your device in the registry  

 On the Welcome to the AWS IoT Console page, in the navigation pane, choose Manage. 

 

 On the You don't have any things yet page, choose Register a thing. 
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 On the Creating AWS IoT things page, choose Create a single thing. 
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 On the Create a thing page, in the Name field, enter a name for your thing, such as MyIotThing. 

Choose Next. 

Note 

We do not recommend using personally identifiable information in your thing name. 
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 On the Add a certificate for your thing page, choose Create certificate. This generates an X.509 

certificate and key pair. 
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 On the Certificate created! Page , download your public and private keys, certificate, and root 

certificate authority (CA): 

a. Choose Download for your certificate. 

b. Choose Download for your private key. 

c. Choose Download for the Amazon root CA. A new webpage is displayed. Choose RSA 2048 

bit key: Amazon Root CA 1. This opens another webpage with the text of the root CA 

certificate. Copy this text and paste it into a file named Amazon_Root_CA_1.pem. 

Most web browsers save downloaded files into a Downloads directory. You copy these files to a 

different directory when you run the sample applications. Choose Activate to activate the X.509 

certificate, and then choose Attach a policy. 
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 On the Add a policy for your thing page, choose Register Thing. 

After you register your thing, create and attach a new policy to the certificate. 

 

 On the AWS IoT console, in the navigation pane, choose Secure, and then choose Policies. 
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Choose Create. 

 

 On the Create a policy page: 

a. Enter a Name for the policy, such as MyIotPolicy. 

b. For Action, enter iot:*. For Resource ARN, enter *. 

c. Under Effect, choose Allow, and then choose Create. 

This policy allows your device to perform all AWS IoT actions on all AWS IoT resources. 

Important 

These settings are overly permissive. In a production environment narrow the scope of the 

permissions to that which are required by your device. For more information, 

see Authorization. 

https://docs.aws.amazon.com/iot/latest/developerguide/iot-authorization.html
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 Choose Manage, and then choose your AWS IoT thing. 



L620 MQTT Application Note for AWS IoT Core                                

Copyright© Shanghai Mobiletek Communication Ltd.                                                         14 

 

 Choose Security. 

 

 Choose your certificate. 
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 In the certificate detail page, choose Actions, and then choose Attach policy. 

 

 Choose the policy you created (MyIotPolicy), and then choose Attach. 
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4 L620 moudle connect to AWS IOT 

The L620 AT commands of certificate files only support hex code, customers need to changed to hex mode at 

first. 

4.1 AT Command Introduce 

L620 AT commands introduction have include in the AT Command file of < L620_AT Command User 

Guide_V2.19.pdf> and newer versions, like this commands: 

 

 

4.2 Connected to Server 

At first, need check the Network status is OK, the L620 is self-activated PDP service . Customers can judge 

the network status by reporting whether the IP is reported. 
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1. If the IP address is reported, then the customers can install the certificate files by AT+EMQCERT. 

ca_cer(The first parameter is 0): 

 

client_cert (The first parameter is 1): 
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client_key (The first parameter is 2): 



L620 MQTT Application Note for AWS IoT Core                                

Copyright© Shanghai Mobiletek Communication Ltd.                                                         20 

 

2. Connected to the server by AT+EMQNEW and AT+EMQCON. 

 

3. After connected OK , then you can sub topic and pub data , like this: 
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